INTERVIEW PACK AND SCORECARD
Security Systems Installer / Technician
Physical Security
	Candidate
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	Location
	


WHAT THIS SEAT IS
Installs, terminates, programs and services electronic security systems: access control readers, controllers and door hardware interfaces, IP cameras and recorders, intrusion panels, and the network they all sit on. This is an installation and service seat, not a guard post.
HOW TO USE THIS
Ask the questions as written. They are technical rather than behavioural because a commercial trades hire fails on what the person can do, not on how they describe themselves, and because a question about a real piece of equipment cannot be answered from an interview-prep article.
Score against what a strong answer contains, which is printed under every question, rather than against how fluently the candidate speaks. That line is the difference between a scorecard and a feeling. Where a follow-up is given, ask it: it is chosen to separate someone who has done the work from someone who has read about it.
Write what the candidate actually said in the Said box, not your impression of it. You will be comparing notes with someone who was not in the room, and an impression does not survive that conversation.
RATING SCALE
	
	What it means

	1
	No evidence in the interview

	2
	Some evidence, not enough for the seat

	3
	Clear evidence, meets the seat

	4
	Strong evidence, beyond the seat


THE MISTAKE THIS SEAT INVITES
	Confusing this role with security guard staffing. It is a low-voltage technical trade with IT skills attached, and it is priced accordingly.


TECHNICAL QUESTIONS (16)
	Q1
	A reader works but the door will not unlock. How do you isolate the fault?

	Strong
	Splits the problem at the controller: does the controller see the credential and decide to grant, and is it energising the output? If yes, the fault is downstream - the relay, the wiring, the power supply to the lock, or the lock itself. If no, it is the credential, the access level, the schedule or the door's configuration. Measures voltage at the lock rather than guessing, and checks the lock is not being held by a mechanical problem.

	Then
	Where do you put your meter first, and why there?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q2
	How do you handle egress and fire alarm release on an access-controlled door?

	Strong
	Knows free egress is a life safety requirement and is never dependent on the access control system working, that the fire alarm interface must release the doors it is required to release on alarm and on loss of power where the code requires, and that this is wired as a hard interface rather than a software rule. Tests it by actuating the alarm rather than the relay. Knows this is the thing the inspector and the fire marshal will check.

	Then
	How do you test the fire release, and what is not an acceptable test?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q3
	Cameras drop off the recorder intermittently. Where do you start?

	Strong
	Looks for the pattern first: which cameras, which switch, what time of day, and whether it coincides with load, with PoE budget, or with something else on the network. Checks the switch logs and the recorder logs rather than rebooting. Considers the usual causes - PoE budget exceeded as cameras ramp up at night, a marginal cable run failing when it warms, a duplicate address, a switch uplink saturating, or a failing power supply.

	Then
	Why would cameras drop only at night?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q4
	Walk me through commissioning a door with a reader, REX and door position switch.

	Strong
	Tests each device for what it is supposed to do rather than just that the door opens: a valid credential grants and an invalid one does not, the request to exit releases and does not generate an alarm, the door position switch reports open and closed accurately and gives a held-open and forced-door alarm at the right timing. Checks the lock type matches fail safe or fail secure as designed, and tests power loss and fire release.

	Then
	How do you prove the door position switch is actually working?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q5
	How do you handle a lock that is failing mechanically rather than electrically?

	Strong
	Recognises the difference: a door that drags, a strike out of alignment, a closer out of adjustment, or a latch not throwing fully will defeat perfectly good electronics. Checks the door before the system - alignment, gap, closer, hinges, and whether the frame has moved. Tells the general contractor or the door hardware contractor rather than trying to compensate with voltage or timing, and knows this is the most common cause of a door that works intermittently.

	Then
	How do you tell a door problem from a system problem in the first minute?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q6
	How do you handle a door that must fail safe versus fail secure, and who decides?

	Strong
	Knows fail safe unlocks on power loss and fail secure stays locked, that the choice follows the code, the building's egress strategy and the owner's security requirement, and that it is the architect, the code official or the owner's security policy that decides rather than the technician. Checks what is actually installed matches what was specified, and flags a stair door or an exit that is fail secure where it should not be.

	Then
	What kind of door should never be fail secure?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q7
	What is your process for camera placement when the client wants identification, not just detection?

	Strong
	Works from pixels on target rather than megapixels on a box: identification needs far more pixel density at the subject than detection, which drives the distance, the lens and the camera count. Considers the lighting, the backlight at a door, where people will actually be looking, and mounting height low enough to catch a face. Shows the client a live test from the proposed position rather than promising, because this is where expectations break.

	Then
	Why does mounting a camera higher make identification worse?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q8
	How do you document a system so the next technician is not reverse-engineering it?

	Strong
	Leaves what they would want: an as-built with device locations and addresses, the panel and port assignments, IP addresses and credentials handed over properly, door hardware types and lock functions, the programming logic and any custom rules, and the network configuration. Labels at both ends of every cable to match the drawing. Says the test of good documentation is whether somebody else could take a call on this site tonight.

	Then
	Could another technician work on your last site tonight with what you left?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q9
	How do you commission a camera system so the images are actually usable?

	Strong
	Checks each camera's view against what it is supposed to cover, focuses at the distance and lighting the camera will actually work in rather than in daylight, sets exposure and backlight compensation for the worst condition, and verifies the night image rather than assuming infrared solves it. Confirms recording, retention and motion settings are producing usable footage, and does a retrieval test with the client.

	Then
	When do you come back to check the night image?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q10
	How do you handle a site where the customer has lost the system password?

	Strong
	Verifies who they are and that they have authority over the system before doing anything, because a password reset request is also how a system is attacked. Uses the manufacturer's documented recovery process with proof of ownership rather than a back door. Documents what was done and hands over credentials properly, with a plan for how they are stored this time. Will not install an unauthenticated back door for convenience.

	Then
	How do you verify someone is entitled to the reset?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q11
	How do you troubleshoot an intercom or call station that fails intermittently?

	Strong
	Characterises the fault before touching anything - audio, video, call button, or the answering end - and whether it fails on temperature, weather, time of day or traffic. Checks power and PoE at the device under load, the cable run and terminations including any outdoor splice, and the network path for packet loss. Knows outdoor stations fail from water and corrosion more than anything else, and checks the gasket and the back box.

	Then
	What is the most common cause of an outdoor station failing?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q12
	What is your process for integrating with an existing panel from another manufacturer?

	Strong
	Finds out what the integration actually is before promising anything: a documented interface, a supported protocol, a dry-contact tie, or nothing. Checks firmware versions on both sides and whether the feature the client wants is supported in that version. Tests on the bench or in a limited area before cutting over. Says plainly when the honest answer is a hard contact interface rather than a true integration.

	Then
	When is a dry contact the right answer rather than a failure?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q13
	How do you handle credentials and badge data during a system cutover?

	Strong
	Treats the cardholder data as sensitive personal data: exports and transfers it securely rather than on a memory stick left in a van, validates the import in a test environment, and checks access levels and schedules came across correctly rather than assuming. Keeps the old system live until the new one is proven. Deletes the working copies afterwards. Plans for the credentials that do not migrate - different formats and facility codes.

	Then
	What happens to the badges that will not read on the new system?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q14
	What is your approach to a customer who wants to see everything on one screen?

	Strong
	Asks what they actually need to do rather than how many cameras they want visible, because a wall of thumbnails is how incidents get missed. Designs around the few views that matter, with alarms and events driving what appears. Explains what a single pane of glass costs in integration and licensing. Offers a realistic version rather than agreeing and delivering something nobody uses.

	Then
	What do you ask a client who says they want everything on one screen?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q15
	How do you test a system so the customer trusts it?

	Strong
	Tests in front of them, on their scenarios rather than yours: badge in at that door, trigger that alarm, find that footage from last Tuesday, and have their own person do it rather than watching. Writes down what was tested and the result. Knows a system handed over with a demonstration the client never touched is a system they will not trust the first time it matters.

	Then
	What do you have the customer do themselves before you leave?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



	Q16
	What do you do when you find a door propped or a reader bypassed?

	Strong
	Reports it rather than quietly fixing it, because it is a security finding and usually a symptom: people prop doors that are inconvenient, and bypass readers that do not work. Finds out why - a door that is too slow, a credential that does not work, a route people need that nobody designed for - and puts that to the client with a fix. Restores the security in the meantime and records it.

	Then
	What usually causes people to prop a door?

	Said
	


	Score
	1   [  ]      2   [  ]      3   [  ]      4   [  ]



STRONG-CANDIDATE SIGNALS
Rate these from the whole conversation and the resume rather than from one answer.
	Signal
	Evidence
	Score

	Names platforms configured - access control and video management by product - rather than listing manufacturers seen
	
	1 [ ]  2 [ ]  3 [ ]  4 [ ]

	Comfortable on the network side: addressing, VLANs, PoE budgets, switch configuration
	
	1 [ ]  2 [ ]  3 [ ]  4 [ ]

	Has integrated door hardware with fire alarm and life-safety egress requirements
	
	1 [ ]  2 [ ]  3 [ ]  4 [ ]


VERIFY BEFORE AN OFFER
Not after. A credential taken on trust at offer is the most expensive thing on this page.
	Credential
	Status
	Verify with
	Done

	State or municipal low-voltage, alarm or electronic security installer license
	Where the state requires it
	The state licensing board or local authority having jurisdiction, verified at hire and at each renewal
	[    ]

	Valid driver's license and insurable driving record
	Required
	State motor vehicle record pulled through the company's insurance carrier
	[    ]

	Criminal background check and customer site badging or clearance
	Required
	Third-party screening vendor and the customer's security office
	[    ]

	Aerial lift, scissor lift and ladder safety training
	Required
	The in-house or third-party trainer that issued the card
	[    ]

	Manufacturer platform certification on the installed systems
	Preferred
	The manufacturer's partner portal and the company's training records
	[    ]

	BICSI Installer or equivalent structured cabling certification
	Preferred
	BICSI credential lookup by name and certification number
	[    ]


DECISION
	Total score
	          out of 76



	[    ]
	Hire. The evidence is on the page.

	[    ]
	Hire with reservations. Name them, and name what would close them in the first ninety days.

	[    ]
	Do not hire.



	Reason
	





	Interviewer
	Date
	Hiring manager
	Date

	
	
	
	


Two notes on reading the total. There is no pass mark here: where the line sits depends on the market you are hiring in and how long the seat has been open, and a threshold we invented would be worse than the judgement you already have. But a 1 on any question that matters for the seat is usually a no whatever the total says, because the total can hide it.
